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The Islamic Republic of Iran declared war on the United States in 1979 when it attacked the sovereign territory of our Embassy in Tehran and then held our diplomats hostage for 444 days. Many other American hostages were captured, held, tortured, and killed by Iran’s Hizballah operatives throughout the 1980s. Hizballah, the Lebanese proxy terror militia of the mullahs, blew up our Marine Barracks and Embassy Annex in Beirut in 1983. Saudi Hizballah, another Tehran protégé, sent a suicide bomber against the Khobar Towers housing complex for American airmen in 1986, killing 19. 
And then, sometime in the early 1990s, Usama bin Laden convinced Iran to join in al-Qa’eda’s international jihad against the U.S. and to open its Hizballah training facilities in Lebanon to al-Qa’eda members. The results of that joint cooperative training exploded at our Nairobi and Dar Es Salaam Embassies in 1998. Next, Hizballah-trained bombers killed 17 US naval personnel and injured another 39 when they sent suicide bombers against the USS Cole in October 2000 in Yemen. 
Today, Iran’s Revolutionary Guards and intelligence operatives infiltrate Iraq by the thousands and manufacture and deliver high tech Explosively Formed Projectiles (EFPs) to both Shi’ite and Sunni terrorists for use against American troops. Deliveries of Iranian weapons (including EFPs, 107mm rockets, and C4 plastic explosives) to Taliban terrorists in Afghanistan are on the increase, according to U.S. and NATO military commanders. The sickening parade of hostage-taking has begun again, too: Iran currently is detaining four American citizens, holding three of them in its jails, and has formally accused these three of espionage against Iran—including the much-respected Middle East scholar and 67-yr. old grandmother from the Wilson Center, Haleh Esfandiari—who has now been held in solitary confinement in Tehran’s notorious Evin prison for more than six weeks.
At this point, we must ask ourselves: which part of “Death to America” don’t we understand? Why have our intelligence services, that were so capable during the Cold War, proven so incapable of recognizing, much less countering, the deadly intent of the Islamic Republic of Iran? Why have 28 years of these acts of war against the United States of America not been met with a responding declaration of war against the terrorist regime in Tehran?
I would suggest to you that we have not yet declared war against Iran’s clerical regime because our intelligence community has thus far failed to recognize that this is a war. And that failure, at least in part, has been a failure of intelligence education and training—a failure we must correct, and quickly, if we wish to prevail against all the forces of radical Islam now arrayed against us.
Now, I would like to outline for you the structure, capabilities, and activities of the intelligence apparatus of the Iranian regime. Everything I will tell you today comes from open sources; although I hold a Top Secret security clearance, I have had no access to classified material for a number of years. What I’d like to illustrate with this subject today is how much information can be found by good researchers in the open source arena—but even more important, I think, is the imperative to educate—not just train, but educate—our next generation of intelligence analysts and operatives. The staffers who enter America’s Intelligence Community must certainly be trained in the techniques of tradecraft, report writing, recruitment, and elicitation. But unless they are able also to form a coherent world view out of the terabytes of information that will pass in front of them, to understand the cultures, history, languages, and religions of our adversaries, to recognize denial and deception campaigns, to discern disinformation when it is thrown like sand in their eyes, then they will function as automatons, no more effective than the latest new bit of analytical software. And the United States will remain vulnerable, defenseless, and groping for answers to naïve and useless questions like, “Why do they hate us?” 
So now let us turn to a brief look at the intelligence services of the most deadly nation state enemy the U.S. currently faces in the world.
The United States and the Western world today are engaged in a shadowy intelligence struggle that is reminiscent in many ways of the Cold War years. This time, though, the formidable foe is not the KGB, but VEVAK – the powerful intelligence and security service of Iran.

VEVAK – Vezarat-e Ettela’at va Amniat-e Keshvar –

is one of the most powerful centers of power in Iran. Also known as the Ministry of Intelligence and Security (MOIS), VEVAK is, in fact, not a ministry at all but operates under the direct supervision of the Supreme Leader, today the Ayatollah Ali Khamenei. It is not accountable to either the Cabinet or the parliament, has a secret budget, and stands totally above the law.
Now, I think we all realize that Iran is not a normal state—in fact, since its 1979 revolution, it exists and operates more as a cause than a country. Indeed, the imperative to protect the Revolution at home and export it abroad is actually codified in Iran’s Constitution. The essence of Iran’s Revolution is an ideology called Velayat-e Faqih: the Rule of the Jurisprudent—which basically means an unelected dictatorship of Islamic clerics and Sharia (Islamic law).

VEVAK’s job is to collect the intelligence, engage in the liaison, and sometimes conduct the operations that keep Iran’s clerical regime in power and project its ideological, terrorist, and geo-expansionist objectives outward to the Persian Gulf region and beyond.

It’s here—in the ideological nature of the mullahs’ regime and in the expansionist nature of its national agenda—that VEVAK poses a national security challenge to the United States and indeed to all the international community that seeks the stability of civil society and rule of law. Like the clerical clique that it serves, VEVAK is extraordinarily clever, ruthless, and violent. It is an opponent every bit as sophisticated as the KGB ever was.

Let’s take a look at how VEVAK operates: first, it is ranked by experts as one of the largest and most active intelligence agencies in the Middle East, with around 15,000 officers and support staff, who are vetted for ideological conformity. It is the clandestine wing of the number one state sponsor of terrorism in the world (so identified by the Department of State for as many years as there has been such a listing). As such, VEVAK’s mission is suppression of any and all domestic opposition to the clerical dictatorship and support for its terrorist operations abroad. This mission is carried out in coordination (and sometimes competition) with the Islamic Revolutionary Guards Corps (IRGC).

Since 1979, Iranian-backed political violence has killed tens of thousands of Iranian dissidents and regime opponents both inside and outside Iran. Especially brutal killings are carried out in Iran’s notorious political prisons, such as Evin Prison in Tehran (where, ominously, a brand-new political prison with the capacity to hold 60,000 prisoners is now nearing completion). Regime-sponsored terror attacks number in the hundreds and victims in the thousands. VEVAK is intimately involved in the planning and logistics of each of these. Even a brief listing of such terrorism would include the following:

· 1983 bombings of U.S. Beirut Embassy and both U.S. Marine and French forces barracks

· 1985 TWA airline hijacking to Beirut

· 1986 series of bombings in Paris that killed 12 persons

· Kidnapping, torture, and murder of U.S. citizens in Lebanon during the 1980s

· 1992 and 1994 bombings of the Israeli Embassy and Jewish Cultural Center in Buenos Aires

· 1996 attack on Khobar Towers in Saudi Arabia that killed 19 Americans

· 1998 East African Embassy bombings whose perpetrators were trained by Iran’s terror proxy, Hizballah

· Oct 2000 attack on the USS Cole by al-Qa’eda explosives experts who trained with Hizballah

This is in addition to the mass murder of some 30,000 Iranian opposition members in Iran’s prisons in 1988 alone and the extra-territorial assassination of more than 80 Iranian dissidents around the world. In April 1990, for example, Dr. Kazem Rajavi, Iran’s first representative to the United Nations in Geneva after the fall of the Shah and brother of the leader of Iran’s principal opposition group, the Mujahedeen-e Khalq (MEK), was slain by two machine-gun-wielding assassins on orders of the Tehran regime. In September 1992, the leader of the Democratic Party of Iranian Kurdistan (KDPI) was gunned down along with three colleagues at the Mykonos, a Greek restaurant in Berlin. German authorities subsequently held Iranian Minister of Intelligence Ali Fallahian responsible for having ordered the killings and Supreme Leader Khamenei and Iranian President Rafsanjani responsible for having approved the operation.

Among the most chilling of VEVAK’s terror campaigns was the series of internal murders of dissident Iranian writers and intellectuals—called the chain killings or the serial killings—that were ordered by the so-called ‘moderate’ president Khatami in the 1998 timeframe.

To this horrific list must now be added Iran’s lethal support of both Sunni and Shi’ite terrorist militias inside Iraq that foment sectarian violence there and kill American and Coalition troops. Since the death of Abu Musab al-Zarqawi, the Shi’ite rabble-rouser Moqtada al-Sadr and his Jaish al-Mahdi (JAM – or Mahdi Army) have become one of the primary recipients of Iranian funding, training, and weapons. To facilitate this support, following the initiation of Operation Iraqi Freedom in 2003, thousands of Iranian intelligence operatives poured across Iraq’s suddenly open borders to infiltrate Shi’a communities and militia structures. They and their agents now operate inside Iraq’s new, young ministries—especially the Interior Ministry—and its local police forces, operating abduction, torture, and killing centers to ensure the maintenance of a steady level of chaos inside Iraq. Such operatives also attempt to carry out abductions and mount sabotage and other attacks against Iranian exile organizations such as the Mujahedeen-e Khalq (MEK) and Komaleh which maintain a presence in northern Iraq.
The five Iranians arrested by U.S. forces in the northern Iraqi city of Irbil in January 2007 were not diplomats—they were members of the IRGC’s Qods Force and they were in Irbil to handle liaison among Iranian intelligence operatives and Iraqi terrorist militias.
Liaison to an extraordinary array of terrorist organizations throughout the Middle East, Europe, and elsewhere is one of VEVAK’s primary responsibilities. Topping this list, of course, must be Iran’s long-time alliance with al-Qa’eda—which, according to the 9/11 Commission Report dates back to well before the attacks in New York and Washington, DC—but which intensified with the provision of safe haven and safe passage to al-Qa’eda and Taliban fighters fleeing the battlefields of Tora Bora in late 2001-early 2002. As we know, at least one and possibly two of Usama bin Laden’s sons have been living in Iran ever since, as has Saif al-Adl, al-Qa’eda’s military operations chief. Usama bin Laden himself reportedly enjoys Iranian hospitality from time to time when he crosses over from Pakistan for some falcon hunting.

Among the most notorious of the fighters affiliated with al-Qa’eda who crossed into Iran as the Taliban was being routed in Afghanistan was Abu Musab al-Zarqawi, who spent some time in Iran before moving on to take up residence and a liaison relationship in Saddam Hussein’s Iraq.

Among the many other terrorist groups that enjoy Iranian patronage are Lebanese Hizballah (which receives upward of $100 million per year), Saudi and other Gulf Hizballah organizations, Hamas, and Palestinian Islamic Jihad.

Aside from the terrorist thuggery, VEVAK also functions as a sophisticated espionage service. When not liaising with terrorist organizations or collecting the intelligence to support assassination operations, VEVAK operates spy networks around the world. Ministry of Intelligence and Security personnel are either attached as diplomats in Iranian embassies and consulate offices, or as Ministry of Guidance and Propaganda representatives. Non-official covers include Iran Air (the official airline of Iran), or a students, merchants, mechanics, shopkeepers, bank clerks, and as members of opposition groups, especially the much-feared MEK. VEVAK frequently relies on the foreign branches of Iranian state-controlled banks to place intelligence agents and to finance terrorist operations.

VEVAK also coordinates a massive recruitment effort targeted at foreign visitors to Iran: Israel’s Shin Bet recently reported that Iran’s intelligence apparatus is actively recruiting Jewish and Arab Israelis to become spies against Israel. VEVAK also targets foreign, especially Western, members of academia, human rights, the media, and NGO organizations who seek visas to visit Iran for official and research purposes. By holding out to them the offer of the coveted visa and perhaps special access to desired officials or sites, Iranian intelligence seeks to extract promises of favorable coverage in final reports, news articles, or perhaps an agreement to adhere to an Iranian-government-arranged itinerary while in country. In this way, formerly well-respected academic figures, reporters, and NGOs become the witting or unwitting mouthpieces of the terrorist regime in Tehran.

One recent example illustrates how VEVAK seeks to infiltrate Western media in order to influence its programming. Radio Farda is a U.S.-taxpayer-funded organization based in Prague that beams news and other programming into Iran. Parnaz Azima is an Iranian-born American citizen and native Farsi speaker who is employed by Radio Farda; like many of her fellow employees there, she has family in Iran whom she visits from time to time. In early April 2007, Azima traveled to Iran but upon arrival, the Iranian security services confiscated her passport. She is now trapped inside Iran and banned from leaving, although at least not under arrest as are the other three American citizens. It turns out that she previously had been approached by VEVAK, which had requested her cooperation in slanting Radio Farda broadcast material to reflect Tehran’s desired perspective. To her credit, Azima had refused. But now, she is being held against her will, unable to leave the country, unable to return to her job in Prague. One must ask, how many other Radio Farda employees have been likewise approached? And how many of them refused, as Azima did—and how many might have accepted?  

VEVAK influence operations—reminiscent of Moscow’s enlistment of respected and prominent figures throughout Western society as ‘fellow travelers’ or Lenin’s so-called ‘useful fools’ – rely on a well-established network of front organizations to spread the regime’s propaganda messages. Dozens of Web sites, such as Iran-Interlink, Baztab, and Iran Didban, propagate regime disinformation, slickly disguised as news, while polished Iranian analysts, authors, and commentators (who all speak excellent Oxford English) mesmerize American and Western audiences with their ‘inside perspective’ on the complexities of the Iranian regime and society. That their commentary never fails to demonize the democratic Iranian opposition or to explicate in persuasive detail why the Iranian people are unanimous in their desire for a nuclear capability does not seem to penetrate the trance of their selected audience.

One last example: Even as Iran’s Ministry of Intelligence and Security (MOIS) leveled absurd charges at Mrs. Esfandiari and the other American hostages of pursuing an agenda intended “at soft overthrowing of the system” in Iran, the irony of such accusations needs to be made clear. For Tehran’s clandestine agents of influence have been busy establishing their own, all-too-real penetrations of American academia, in a blatant attempt to undermine the ability of the U.S. public and policymakers to understand the mullahs’ expansionist, revolutionary ambitions until it is too late.

Just out in Great Britain in May 2007 is a 246-page hardback publication from Ashgate Publishing called Terrornomics. This is a collection of essays, co-edited by Sean S. Costigan of the Center for Security Studies in Zurich, Switzerland and David Gould, an Associate Professor of International Affairs in the Graduate Program in International Affairs at The New School of New York City. On its Amazon.com profile, Terrornomics is billed as a “multifaceted view of contemporary financial counterterrorism and terrorist funding efforts” which “analyzes and proposes methods of restricting the flow of funds to terrorist organizations, especially those supporting Islamic fundamentalists.”

Unfortunately for any hopes of credibility the editors may harbor for this work, Terrornomics contains a chapter called, “An analysis of the role of Iranian diaspora in the financial support system of the Mujahedin-e Khalq”, written by Mark Edmond Clark that is nothing less than a smear piece aimed directly at the oldest surviving, best organized, and most dedicated of all the Iranian opposition groups currently arrayed against the terrorist clerical regime in Tehran. This chapter obviously is a dead giveaway for the barely-concealed influence of Iran’s intelligence services. 

The author, Mr. Clark, has been a member of The Council on Foreign Relations, and a consultant for The Strategy Group and the government relations consulting firm, The Capitol Hill Consulting Group in Washington, DC. However, more to the point in terms of this chapter, a March 29, 2006 article in “The Hill” (http://www.hillnews.com ) reports that he signed a contract to serve as a lobbyist for the government of Iran. 
While Mr. Clark carefully footnotes his chapter with multiple references to U.S. Department of State publications, as well as other articles by respected Iran experts (such as American Enterprise Institute’s Michael Rubin) and journalists (such as United Press International’s Claude Salhani), he also sprinkles the chapter with repeated, although carefully unnamed, attributions to The Nejat Society. It is here that the hand of Iranian intelligence becomes impossible to ignore because the Nejat Society is nothing more than a front organization of VEVAK. The Nejat Society purports to be an organization dedicated to the “rescue” (‘nejat’ in Farsi) of MEK members, but in fact operates under the direction of Iranian intelligence to block the efforts of genuine Iranian patriots trying to bring democratic reform to their homeland.  

So we can see that while Mr. Clark uses a respected British publishing house and the established academic reputation of Terrornomics editors Costigan and Gould as a platform to allude menacingly to the MEK’s “…use of deception and secrecy” and call for Western governments to “continue to list the MEK as a terrorist organization whose activities must be more closely monitored,” it is he who, in fact, personifies the insidious denial and deception campaign mounted against American academia by Iranian intelligence. The subordination of American public opinion to an agenda for radical Shi’a Islamism through penetration of our most respected academic institutions should rank as much a matter of concern for all of us as the barbaric hostage-taking of American academics. 
So then, how is our own American Intelligence Community responding to the VEVAK challenge? Well, if one accepts what Newsweek magazine reported in its April 16, 2007 issue about the capabilities of U.S. intelligence regarding Iranian issues, it must be concluded, not very well.

According to one unnamed, but senior, U.S. official quoted by Newsweek, our intelligence about what goes on at the highest levels of the Iranian government is “Sketchy at best and generally poor.” “It’s opaque to us. We admit that,” he went on to say.

It would seem that the Intelligence Community never recovered from the 1989 debacle, when VEVAK dismantled an extensive CIA network in the Iranian civil service, military, and private sector. Clearly, this was one of the greatest losses of intelligence assets in CIA history.

The persistent, uncorrected lack of fluent (and cleared) Arabic and Farsi speakers across the U.S. Intelligence Community—or government service in general—obviously places us at a distinct disadvantage. So does the failure to develop a solid cadre of first class cultural and regional experts who can contest with confidence the Tehran regime’s fatally flawed ideology that, in fact, turns centuries of Shi’ite tradition on its head.

Failing all of this, it is baffling why we would not at least turn for assistance to those democratic Iranian opposition groups—especially the MEK—that not only have established an extensive clandestine intelligence network inside Iran, including inside its most sensitive nuclear weapons programs, but also espouse commitment to democratic, free market principles in a representative republic that eschews all WMD and support for terrorism, supports equal rights for all and protection for minorities, and would abolish the death penalty.

In fact, it would seem that the United States government would have it both ways as regards the MEK: our military commanders on the ground in Iraq actually are relying extensively on MEK intelligence to identify Iranian intelligence and terrorist operatives—such as the use of the so-called ‘consulate’ in Irbil that actually functioned as local coordinator for terrorist militias operating in the area—or the specific description they’ve provided on Iranian factories, transport, and border crossing points to supply IEDs to Iraqi terrorists.

The U.S. military has provided physical protection to the principal MEK base at Ashraf City in northern Iraq ever since the group was granted ‘protected persons’ status under the Fourth Geneva Accords in 2004.

And yet, here at home, unbelievably, the MEK and its affiliated umbrella organization, the National Council of Resistance of Iran (NCRI), remain on the Department of State’s Foreign Terrorist Organizations (FTO) list—where they were placed in 1997 by the Clinton administration at the specific behest of the Iranian regime.

If we are to meet Tehran’s challenge to both U.S. national security and international stability, our intelligence community must come to grips with the sophistication and sheer scope of the Iranian intelligence program that is deployed against us. Our intelligence community analysts and operatives therefore need to be able to see and discern that “big picture”, “connect the dots”, and understand that Hizballah Katyushas over Israel’s northern borders, Al-Qa’eda-affiliates battling the Lebanese army in the Nahr al-Bared refugee camp, Hamas’s putsch in Gaza, American troops blown to bits in Iraq, as well as slick-talking Iranian spokesmen on U.S. airwaves and Internet smear campaigns against Iranian democrats are all linked: their common element is funding and operational direction from Iran’s clandestine intelligence forces.
As former Director of CIA James Woolsey has termed it, with the struggle against radical Islamism, we are now engaged in WW IV—WW III having been the Cold War. The terrorist Islamo-fascist regime in Tehran represents the radical Shi’ite front of that war. And much as I hold Middle East scholar Bernard Lewis in the greatest of esteem, I would like to see his doubts about the ability of Western civilization to prevail in this struggle turn out to be overstated.

The performance of our intelligence community against the Tehran-led radical Shi’a challenge will go a long way towards deciding that question. 
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